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Cyber space and operations −  
the digital basis of hybrid threats 
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Presentation Notes
The rapid development of technology in the field of cyber attacks requires the implementation of an efficient strategy as well as cyberspace protection processes which are among the  government’s top priorities. In its most destructive form, the purpose of cyber threats is to gain access to the confidential governmental and personal information and political, military and infrastructural information assets.Cyber warfare is a component of the modern hybrid security environment. Cyber space and operations are the digital basis of hybrid threats while, reality requires specific training to combat these threats. Traditional operations are based on preliminary planning and execution of the plan within precisely defined boundaries of counteraction. Lately, the main components of hybrid environments have been terrorism and cyber-terrorism, involving unpredictable events and incidents in which the human factor plays a crucial role. Therefore, it is important to cultivate necessary skills in order to provide a real-time response, ensuring the integrity and efficiency of the information systems.This issue poses the need to run many different scenarios in order to prepare the audience to provide proper and timely response to cyber attacks. The main purpose of cyber threats counteraction is to guarantee the secrecy, integrity, and availability of information. The training focus on building skills is to engage in real-time combat and to restore the normal information flow. Prior to working on the operational and tactical skills, it is necessary to ensure the functioning of systems providing all the information on the processes.



Conceptual approach to the cyber exercise 

Aspects: 
• Organizational 
• Cognitive 
• Training  
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Cyber Exercise Organizational Aspect 
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In order to be effective, the training involves all levels of organization – strategic, operational and tactical. Obviously, excluding any part of the management chain of command will lead to a collapse in the security system. Thus the organization will not be able to perform the security objectives. In this structure, security managers and IT experts play the most important role and must be aware of the shortcomings of the security environment and the means for its improvement.



Cyber Exercise Cognitive Aspect 
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The second is the cognitive aspect. In this case, OODA cycle is very appropriate, especially for hybrid environment.  Observations. The observation phase consists of the consolidation of the whole information regarding the cyber security field. Thanks to the tremendous work of experts, the security community has accumulated a large amount of data on the various modern computer systems and networks vulnerabilities. On the other hand, information science provides practical methods and means for the protection of information resources. The security management examines the best practices that can be applied. Orientation. The task of the organization is to identify the specific characteristics of its own information environment and to take action to ensure security. The security team creates database of specific vulnerabilities and threats and classifies the information resources, according to their security impact. This phase includes security risk assessment of the organization. It also takes into account the organization’s previous experience in information protection. The analysis allows the identification of the main problems and the establishment of good security awareness.  Decision. Based on the knowledge gained in the previous phases, the security team decides on countermeasures, necessary to achieve the desired level of cyber security. The decision extends to all areas pertaining to security.Action. The action includes the implementation of decisions taken on security measures and risk monitoring and control.



Adopted Classification of threats 

 
• Destruction of information 
• Corruption of information 
• Disclosure of information 
• Theft, loss of information 
• Elevation of privilege 
• Illegal usage 
• Denial of use 
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Normally, in the preparation of cyber exercise the focus falls on the technical dimension of threats and on their final impact on the functioning of the systems. The authors here put the stress mainly on subjective threats, i.e. threats caused by human factor. This approach is based on searching and personalizing the source or the cause to carry out a successful cyber attack. It provides an opportunity to recognize the impact of human factors on security. The end result mentioned above can be achieved in different ways and by different means. In this regard, it is possible to determine not only the control and countermeasure mechanisms, but also the directions in which to conduct prevention of security breaches.The actors in cyber space initiate any event or incident in security, whether it is personal or collective action. Therefore prevention and early detection of potential attacks must be directed to the human factor. Obviously, the tasks of training and preparation in this case include the second and third level of the exercise and require special attention.The organizers of the exercise should prepare a methodology for training the human factor, in view of the phenomenon of social engineering, for example with appropriate behavioral tests. 



Cyber Exercise Training Model 

LEVEL 
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There are four levels of interest, according to the offering model, and all of them are important for cyber security. However, the exercise scale depends on the objectives of the organization. It is difficult to carry out a full scale exercise – from levels 1 to 4. This plan requires extreme motivation and financial support to organize an appropriate controlled information and communication environment, physically separated from the functioning operational systems of the organization.The proposed concept is similar to the popular distance learning methodology, but in this case we have embedded the training system into the simulation environment, which is used for real time decisions. We can apply the methodology in both types of exercises – in the form of competition and in the form of live simulation. The training can be implemented stepwise by a complex of dual stage exercises, such as 1-2 level or 3-4 level and the management will apply the results consistently to the next levels.



Concept of Tool 

• DB of security events  
• DB of response alternatives 
• Searching instrument 
• Test module  
• Evaluation module 
• Statistics module 
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It is appropriate to create a decision making tool for each level of education and training. The tool offers alternatives in certain cases, i.e. it contains a knowledge base for each instance of a security event or incident. The knowledge base is like a resource library that is continuously updated and user access is granted in real time through a variety of searching methods. The tools include DB of security events; DB of response alternatives; searching instrument; assessment module; test module and statistics. Such a concept allows training of decision making in real time and also implementing a mechanism for evaluation of the quality of decisions, according to the relevant goals.



Metrics for Assessment 

Training Level of participants 
• Input test 
• Output test 

Success of the Exercise 
• Final evaluation 
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The monitoring of the cyber exercise effectiveness is implemented in two phases: an assessment of the initial state of knowledge and preparedness of the audience and in the end – evaluation of the improvement of skills as a result of the training.There are two main problems in this area. The management often does not publish the results of the survey on the training of the personnel as the internal information of the current security situation. This practice obstructs the improvement of the quality of preparedness of the human factor and consequently the improvement of the security environment. Clearly, the problem is linked to human resources policy and should be addressed adequately. In case the management wants to retain staff, then – conducting periodic training, including by cyber exercises is the solution.



The tasks have been solved 

• training of personnel for dealing with cyber attacks; 
• development of the necessary system infrastructure - 

introducing systems for monitoring, prevention and 
detection of intrusions; 

• improvement the security system; 
• accumulation of information and knowledge 

generation; 
• improvement of the process of planning and 

preparation of the next exercise 



 
 

Discussion   
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The organizations cannot finance large formats and provide a learning environment for full-scale training. Another reason for the ineffective training is the reluctance of the management to allocate appropriate funds for this purpose and to create a database of all vulnerabilities and threats specific for their information systems. It should be noted that there exists a certain unwillingness to perform periodic testing of employees in the simulation environment and to place higher demands on their training in the field of security. The organization should discuss the results from the ongoing exercises, shortcomings in the preparation of responsible personnel and the progress that has been made as a result of the training. 
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